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ABSTRACT

Cybersecurity attack targeting a specific user is rising in number, even enterprises are trying to strengthen their
cybersecurity. Network segmentation environment where public network and private network are separated could block
information coming from the outside, however, it is unable to control outside information for business efficiency and
productivity. Even if enterprises try to enhance security policies and introduce the network segmentation system and a
solution incorporating CDR technology to remove unnecessary data contained in files, it is still exposed to security threats.
Therefore, we suggest a system that uses file format conversion to transmit a secure file in the network separation
environment. The secure file is converted into an image file from a document, as it reflects attack patterns of inserting
malicious code into the document file. Additionally, this paper proposes a system in the environment which functions that a
document file can keep information for incident response, considering forensic readiness.
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Table 1. File formats mostly supported by CDR
solutions

Type File extension
docx, pptx, xlsx
Document doc, ppt, xls, odf
pdf, hwp, html, rtf
Multimedia mp3, mp4, wmv
AudoCAD dxf, dwf
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Fig. 1. Secure file transfer system by converting file format in network separation
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Table 3. Evaluation of file type conversion to
eliminate security threats in the Documents

Before: After: o
Document Picture Malicious
rate
file format # |file format| #
PDE 14 090 1.090|  100%
(pdf)
CBFB | gg5 | JPG | 866 | 100%
(hwp, doc, ppt., xIs) (jpg)
OOXML | g9 809 | 100%
(docx, pptx, xlsx)
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Data: Document file
Result: How to convert a document file for User
initialization:

while in the Secure Gate do
Convert the file type and Transfer to the user:

Execute SQL statement:

if detect malware | edit document then
‘ go to Analysis Server with the file
end

end

User make a request for download the document file:
Server download the file which were request by User:

Calculate hash values of the files before and after conversion:
Archive and Store the files in the Shared Storage:

"INSERT INTO files VALUES datetime, hash, user, source, ...):":

Fig. 2. How to convert a document file for user in the secure gate
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